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Diplomatic Law; The development of digital technology has transformed diplomatic
Article 27 VCDR;  communication from physical media into electronic networks that are
Diplomatic increasingly vulnerable to cyber interception. This study examines the
Communications;  relevance of Article 27 of the 1961 Vienna Convention on Diplomatic
Cyber Relations (VCDR) in protecting electronic diplomatic communications
Interception; and formulates a normative reinterpretation suited to developments in
Evolutive the cyber environment. It employs a normative juridical method using

i treaty, conceptual, historical, and case approaches. The analysis is
Interpretation based on Articles 31 and 32 of the 1969 Vienna Convention on the Law
of Treaties, decisions of the International Court of Justice, the Tallinn
Manual 2.0, UN GGE and OEWG documents, and relevant State
practice. The findings show that Article 27(1) and (2) can be applied to
electronic communications through evolutive interpretation of the terms
“free communication,” “all appropriate means,” and “official
correspondence.” The study formulates four principles of
reinterpretation: medium neutrality, location independence, layered
obligations, and the protection of the confidentiality and availability of
communications.  Cyber  interception  targeting the  official
communications of a diplomatic mission is more appropriately analyzed
under diplomatic law as lex specialis. For Indonesia, the findings
underscore the importance of harmonizing wiretapping and
cybersecurity policies, strengthening the technical protection of
diplomatic communications, and formulating a clear national position on
the application of diplomatic law in cyberspace.

»»

1. INTRODUCTION

Diplomacy is, in essence, an activity that depends heavily on communication. A
diplomatic mission performs the functions of representing the sending State, protecting
the interests of the State and its nationals, negotiating with the government of the
receiving State, ascertaining by lawful means the conditions and developments in the
receiving State, and promoting friendly relations between States. These functions are set
out in Article 3(1) of the 1961 Vienna Convention on Diplomatic Relations (VCDR).
They can be performed effectively only if a diplomatic mission is able to communicate
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freely, securely, and without interception by third parties with the government of the
sending State and with its other representations. For this reason, the International Law
Commission (ILC) identified freedom of communication as one of the generally
recognized freedoms essential to the performance of a diplomatic mission’s functions
(ILC, 1958).

The guarantee of diplomatic communication was subsequently codified in
Article 27 of the VCDR. Article 27(1) requires the receiving State to permit and protect
free communication on the part of the mission for all official purposes. It also allows the
mission to employ “all appropriate means,” including diplomatic couriers and messages
in code or cipher, provided that the installation and use of a wireless transmitter require
the consent of the receiving State. Article 27(2) further provides that the official
correspondence of the mission is inviolable and covers all correspondence relating to
the mission and its functions (United Nations, 1961).

The problem arises because the VCDR was drafted in the early 1960s, when
diplomatic communication was still dominated by letters, telegrams, coded messages,
and diplomatic couriers. Technological developments have since transformed the
mission’s official communications through electronic mail, internet networks, cloud
computing services, and digital infrastructure that spans multiple jurisdictions. This
transformation has widened the risk of interception through network penetration, the
compromise of devices or servers, and access to digital service providers. As a result,
the protection of diplomatic communications no longer concerns physical security alone
but also the confidentiality and continuity of communications in the cyber environment.

The literature on diplomatic law shows that electronic surveillance has long been
a source of difficulty in the application of the VCDR. Denza (2025) treats freedom of
communication and the inviolability of official correspondence as fundamental to the
effectiveness of a diplomatic mission’s functions. This indicates that the protection of
communications concerns not merely the medium used but the need to safeguard the
freedom, security, and confidentiality of a mission’s official communications.

The interception of communications between States has direct relevance for
Indonesia. In November 2013, the disclosure of Edward Snowden’s documents
concerning alleged Australian intelligence surveillance of the communications of
President Susilo Bambang Yudhoyono in 2009 prompted an Indonesian diplomatic
response consisting of the recall of its ambassador for consultations and a formal
request for an explanation from Australia (ABC News, 2013; Al Jazeera, 2013a,
2013b). Although this case does not directly demonstrate a violation of Article 27 of the
VCDR, because it did not specifically target the official correspondence of a diplomatic
mission, the episode illustrates the political and legal consequences of surveillance of
inter-State communications and the importance of clarifying the protection of
diplomatic communications in the digital environment.

Another relevant development appears in Timor-Leste v. Australia in 2014, in
which the International Court of Justice ordered Australia to ensure that the seized
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documents and electronic data belonging to Timor-Leste’s legal adviser would not be
used to the detriment of Timor-Leste while the proceedings were pending (International
Court of Justice, 2014). Although the case was not based directly on the VCDR, the
order shows that the confidentiality of State documents and communications may
constitute a legal interest deserving international protection.

These technological changes raise a normative problem because Article 27 of
the VCDR does not expressly mention the internet, electronic mail, digital encryption,
cloud computing services, or cyber interception. At the same time, the Tallinn Manual
2.0 on the International Law Applicable to Cyber Operations has sought to connect
diplomatic law with cyber activities. Chapter 7 of the Tallinn Manual 2.0 addresses
diplomatic and consular law in the cyber context. It contains Rule 39 on the inviolability
of premises housing cyber infrastructure, Rule 40 on the duty to protect cyber
infrastructure, and Rule 41 on the inviolability of electronic archives, documents, and
correspondence. Jensen (2017) explains that Rule 41 applies the protection of
diplomatic and consular law to the cyber context. The Manual’s discussion of these
rules also touches on electronic surveillance by third States of diplomatic
communications and on the particular challenges involved in the duty to protect cyber
communications from interception.

At the level of the United Nations, developments in international norms likewise
show a recognition that international law continues to apply to State activities in
cyberspace. The report of the United Nations Group of Governmental Experts (UN
GGE) affirmed that international law, in particular the Charter of the United Nations,
applies to the use of information and communications technologies by States (United
Nations General Assembly, 2015). A similar conclusion was reaffirmed in the report of
the Open-ended Working Group (OEWG), which stated that existing obligations under
international law continue to apply to State activities relating to information and
communications technologies (United Nations General Assembly, 2021). Nevertheless,
neither forum has offered a specific explanation of how the particular rules of
diplomatic law, especially Article 27 of the VCDR, should be applied to the interception
of digital communications.

This situation reveals a gap between the general recognition that international
law applies in cyberspace and certainty about how the special rules of diplomatic law
are to be applied. The issue is further complicated because international law does not
contain a general prohibition on all forms of cyber espionage in peacetime. The Tallinn
Manual 2.0 explains that cyber espionage is not in itself always contrary to international
law, but that the methods used to carry out such operations may violate other
international legal obligations (Schmitt, 2017). In the context of diplomatic
communications, Article 27 of the VCDR therefore has the potential to operate as a
special rule (lex specialis) that provides a more specific legal standard for the
interception of a mission’s official communications.
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In the Indonesian context, the issue has likewise not received adequate attention.
Indonesian legal scholarship on diplomatic communication has focused largely on the
diplomatic bag, the abuse of diplomatic immunity, and conventional wiretapping.
Mangku (2010), for example, examines the alleged wiretapping of the Embassy of the
Republic of Indonesia in Yangon under the VCDR and treats it as a violation of
diplomatic immunity. That study is important as a foundation, but the development of
internet-based communications, cloud storage, and remote interception raises new
problems that cannot be fully explained by an approach centered on conventional
wiretapping.

Based on these developments, three research gaps can be identified. First, there
remains a need for an analysis that systematically applies the rules of interpretation in
Articles 31 and 32 of the 1969 Vienna Convention on the Law of Treaties (VCLT) to
determine whether Article 27(1) and (2) of the VCDR can extend to electronic
communications and cyber interception. Second, the relationship between the specific
protection afforded by diplomatic law and the general debate on espionage and
sovereignty in cyberspace has not been explicitly addressed in much of the literature.
Third, studies in Indonesia remain limited in linking the protection of diplomatic
communications to the development of digital technology and to national policy needs.

In light of these gaps, this study poses three research questions. First, how can
Article 27(1) and (2) of the VCDR be interpreted under Articles 31 and 32 of the VCLT
so as to protect electronic diplomatic communications? Second, what is the position of
Article 27 of the VCDR as lex specialis in determining the legal protection and State
obligations concerning the interception of diplomatic communications in cyberspace?
Third, how can principles for reinterpreting Article 27 of the VCDR be formulated to
address developments in digital communication technology, and what are their
implications for Indonesia’s policy on protecting diplomatic communications?

In line with these research questions, this study aims to analyze the scope of
protection that Article 27 of the VCDR affords to electronic diplomatic communications
through an evolutive interpretive approach; to examine the position of diplomatic law as
lex specialis in addressing cyber interception, together with the State obligations it
generates; and to formulate principles of normative reinterpretation that are relevant to
developments in digital technology and to Indonesia’s national policy needs. The
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analysis rests on the argument that the terms “free communication,” “all appropriate
means,” and “official correspondence” in Article 27 are generic and functional in
character, which allows legal protection to be applied to contemporary communication

media without altering the substance of the VCDR.

The novelty of this study lies in developing a framework for reinterpreting
Article 27 of the VCDR through four principles: medium neutrality, location
independence, layered obligations, and the protection of the confidentiality and
availability of communications. Unlike approaches that emphasize the protection of
conventional means of communication, this study treats the official function of
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diplomatic communication as the basis for determining legal protection, including when
communication takes place through cross-border digital infrastructure. The framework
also provides a normative basis for identifying State obligations and for formulating
policy implications for the protection of diplomatic communications in Indonesia.

2. RESEARCH METHOD

This study employs a normative juridical, or doctrinal, method that treats norms
of international law as the principal object of analysis. It focuses on the interpretation
and application of Article 27 of the VCDR to electronic diplomatic communications and
the threat of cyber interception. Accordingly, the study does not aim to measure the
empirical behavior of diplomatic actors; rather, it seeks to construct a legal argument
grounded in treaty provisions, international judicial decisions, official documents of
international organizations, State practice, and relevant doctrine.

Four approaches are used in an integrated manner. First, the statute and treaty
approach is used to examine the 1961 VCDR, particularly Articles 24, 27, 40, and 41, as
well as the 1969 VCLT, especially Articles 31 and 32 on the rules of treaty
interpretation. In the national legal context, the study also examines Law No. 1 of 1982
on the ratification of the Vienna Conventions on Diplomatic Relations and on Consular
Relations and Law No. 37 of 1999 on Foreign Relations.

Second, the conceptual approach is used to analyze the concepts of freedom of
diplomatic communication, the inviolability of official correspondence, the theory of
functional necessity, due diligence, sovereignty in cyberspace, lex specialis, and
evolutive interpretation of treaty terms. This approach is used to determine whether the
protection of diplomatic communications depends on the physical form of the medium
or on the function of the communication in carrying out the tasks of a diplomatic
mission.

Third, the historical approach is used to trace the origins of the norm in Article
27 of the VCDR through the Draft Articles on Diplomatic Intercourse and Immunities
with Commentaries prepared by the International Law Commission in 1958. The
historical approach serves as a supplementary means of interpretation for understanding
the original purpose of protecting diplomatic communications and the relationship
between freedom of communication and the effective performance of the mission’s
functions.

Fourth, the case approach is used to examine the decisions and orders of the
International Court of Justice and relevant State practice. The decisions analyzed
include United States Diplomatic and Consular Staff in Tehran (United States of
America v. Iran) (1980), Dispute regarding Navigational and Related Rights (Costa
Rica v. Nicaragua) (2009), and Questions relating to the Seizure and Detention of
Certain Documents and Data (Timor-Leste v. Australia) (2014 and 2015). These cases
were selected because they bear on diplomatic inviolability, the evolutive interpretation
of treaty terms, and the protection of the confidentiality of State documents and
communications.
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The legal materials in this study are divided into primary, secondary, and tertiary
materials. Primary materials comprise the 1961 VCDR, the 1969 VCLT, decisions and
orders of the International Court of Justice, official documents of the United Nations
Group of Governmental Experts (UN GGE) and the Open-ended Working Group
(OEWG), and relevant Indonesian legislation. Secondary materials include books,
scholarly journal articles, academic commentaries, and doctrinal works on diplomatic
law and cyber law, including the Tallinn Manual 2.0 on the International Law
Applicable to Cyber Operations. Tertiary materials are used to assist in searching for
and clarifying concepts, among them the Max Planck Encyclopedia of Public
International Law and the Cyber Law Toolkit.

The legal materials were collected through library research and online searches
of legal documents. Sources were selected for their direct relevance to three areas of
analysis: the protection of diplomatic communications, the interpretation of
international treaties, and the application of international law in cyberspace. Official
documents, international decisions, and legislation were given priority as primary
sources, while doctrine and scholarly literature were used to strengthen the construction
of the argument and to map academic debates.

The analysis was conducted qualitatively in three stages. The first stage was
descriptive analysis, which identified and mapped the normative structure of Article 27
of the VCDR and related provisions. The second stage was interpretive analysis,
applying the rules of Article 31 of the VCLT, which provide for interpretation in good
faith in accordance with the ordinary meaning of the terms, their context, the object and
purpose of the treaty, subsequent practice, and other relevant rules of international law,
and Article 32 of the VCLT as a supplementary means of interpretation. The third stage
was prescriptive analysis, which formulated a reinterpretation of Article 27 to determine
the standard of protection for diplomatic communications against cyber interception and
its implications for Indonesia.

Evolutive interpretation is applied in a limited manner to the generic terms in
Article 27, especially the phrases “free communication,” “all appropriate means,” and
“official correspondence.” This method is used because the VCDR is a treaty intended
to operate over the long term and because developments in communication technology
could not be fully foreseen when the Convention was drafted. However, evolutive
interpretation is not used to alter provisions that are explicitly physical in character,
such as the concept of the diplomatic bag, but to test the extent to which the functional
protection in Article 27(1) and (2) can encompass electronic communications.

The State practice discussed in this study, including the 2013 disclosure of
Indonesian—Australian communications surveillance and the alleged wiretapping of the
Indonesian Embassy in Yangon, is used as an illustration for assessing State reactions
and the normative relevance of Article 27, not as factual proof that each alleged
intelligence operation has been legally established. This limitation is necessary because
information on intelligence operations and cyber interception generally derives from
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public disclosures, the media, or documents that are not always officially confirmed by
the States concerned.

This study has limitations because it relies on legal sources and information that
are publicly available and does not use interviews with diplomats, government officials,
or cybersecurity institutions. Accordingly, its findings are doctrinal and prescriptive in
nature and are intended to build a legal argument that can be further tested through
developments in State practice, national position statements, and the future formation of
international norms.

3. RESULTS AND DISCUSSION

3.1. Anatomy of Article 27 and Its Related Provisions

The analysis shows that applying Article 27 of the VCDR to electronic
communications does not require the creation of a new norm. This protection can be
constructed from the normative structure of Article 27 itself when it is interpreted under
the rules in Articles 31 and 32 of the VCLT. The crucial point lies in the open and
functional character of Article 27°s wording, particularly the phrases “free
all appropriate means,” and “official correspondence.”

9 ¢¢

communication,

Article 27(1) contains four elements. The first is the dual obligation of the
receiving State to permit and to protect free communication. The first verb gives rise to
a negative obligation not to obstruct, whereas the second gives rise to a positive
obligation to act. The second element is the scope of purposes, namely all official
purposes. The third element is the scope of means, namely all appropriate means, with
couriers and messages in code or cipher mentioned as examples. The fourth element is
the conditional exception that a wireless transmitter may be installed and used only with
the consent of the receiving State.

The same is true of Article 27(2). The provision does not define official
correspondence by its physical form but by its connection to “the mission and its
functions.” The decisive variable in determining protection is therefore not whether the
communication takes the form of a letter, a telegram, an e-mail, an instant message, or a
data packet, but whether it relates to the performance of the mission’s official functions.
This definition is important because it is built on function rather than on medium.

This reading is strengthened when Article 27 is placed alongside other
provisions of the VCDR. Article 24 provides that the archives and documents of the
mission are inviolable “at any time and wherever they may be.” Article 40(3) requires
third States to accord official communications in transit, including messages in code or
cipher, the same freedom and protection as the receiving State is bound to accord.
Article 41 obliges members of the mission to respect the laws of the receiving State, not
to interfere in its internal affairs, and not to use the mission premises in any manner
incompatible with the functions of the mission. Together, these provisions form a single
system of protection: freedom of communication, inviolability of materials, protection
of location, and limits on abuse.
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These findings show that the protection of diplomatic communications in the
VCDR s built on function rather than on any particular technology. Consequently, the
shift from analog to digital communication does not in itself remove its legal protection.

3.2. Evolutive Interpretation of the Generic Terms in Article 27

Evolutive interpretation is relevant because the VCDR is an international treaty
designed to apply over the long term and uses generic terms. Under Article 31(1) of the
VCLT, a treaty must be interpreted in good faith in accordance with the ordinary
meaning of its terms, in their context, and in the light of its object and purpose.

The phrases “free communication” and “all appropriate means” are open-ended.
The drafters did not compile a closed list of means of communication but gave
examples (couriers, cipher) within an open formulation. The definition of official
correspondence is likewise function-based. The reference to “messages in code or
cipher” shows that the drafters understood the confidentiality of a message’s content as
the core of the protection rather than as a side effect. The wireless-transmitter clause
shows that the drafters confronted the new technology of their day and chose to regulate
it through a consent requirement rather than excluding it from the scope of Article 27. In
other words, technological change within the same functional category was already
anticipated by the text.

The object and purpose of the VCDR further support this reading. The theory of
functional necessity reflected in the Preamble to the VCDR requires an interpretation
that preserves the ability of missions to work efficiently. A reading that protects a sealed
letter but leaves an e-mail with identical content open to anyone able to intercept it
would defeat that purpose. Such a result would be absurd, and Article 32 of the VCLT
permits recourse to supplementary means of interpretation to avoid it.

In Costa Rica v. Nicaragua, the International Court of Justice explained that the
use of generic terms in a treaty intended to apply for a long period can support an
interpretation that follows the evolving meaning of those terms (International Court of
Justice, 2009). Nevertheless, this judgment does not directly prove that the parties to the
VCDR intended the meaning of Article 27 to evolve. A more relevant historical basis is
found in the commentary of the International Law Commission (ILC, 1958) on draft
Article 25, which became the basis for the regulation of freedom of communication in
Article 27 of the VCDR. The ILC affirmed that freedom of communication is an
essential element in the performance of a diplomatic mission’s functions and that a
mission may use all appropriate means of communication for official purposes. The
commentary also indicates that developments in communication practice were taken
into account in formulating the norm, including changes in communication patterns
among diplomatic representations in different countries. In addition, the ILC affirmed
that official correspondence remains protected even when it is not carried in a
diplomatic bag. Under Article 32 of the VCLT, the ILC commentary, as part of the
preparatory work of the Convention, may be used as a supplementary means of
interpretation to confirm that the protection of diplomatic communications has a
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functional orientation and is not entirely confined to the means of communication
known when the Convention was drafted (ILC, 1958).

This argument is consistent with Article 31(1) of the VCLT, which requires a
treaty to be interpreted according to the ordinary meaning of its terms, in their context,
and in the light of its object and purpose. However, as Arato (2010) explains, evolutive
interpretation must be distinguished from interpretation based on subsequent practice,
because they are distinct interpretive techniques that do not always lead to the same
conclusion. In the context of Article 31(3)(b) of the VCLT, States’ use of digital
communication technology does not in itself prove the existence of subsequent practice
showing the parties’ agreement on the interpretation of Article 27. Therefore, in the
absence of evidence of State practice meeting that requirement, the evolutive
interpretation advanced in this study rests primarily on the generic character of the
phrase “all appropriate means,” on the functional purpose of protecting diplomatic
communications, and on the 1958 ILC commentary as a supplementary means of
interpretation under Article 32 of the VCLT. The application of Article 27 to electronic
communications is thus a normatively defensible interpretive construction, not a claim
that all States parties have agreed to extend the scope of protection for diplomatic
communications in cyberspace.

Even so, evolutive interpretation has limits. It must not be contra legem, that is,
contrary to the express text. An important distinction must be drawn here. Paragraphs 3
and 4 define the diplomatic bag as a package bearing visible external marks of its
character, so a “digital bag” cannot be constructed by stretching the word “bag.”
Reinterpretation, however, does not require this. The protection of electronic
communications can be derived from paragraph 1 on free communication and paragraph
2 on official correspondence, neither of which is tied to a physical form.

3.3. Cyber Interception as a Matter of Diplomatic Inviolability

Recognizing that electronic communications fall within the scope of Article 27
has a further consequence: the interception of a mission’s official communications must
be analyzed as a matter of diplomatic inviolability, not merely as a general question of
espionage.

In international law, the status of peacetime espionage remains debated. The
Tallinn Manual 2.0 indicates that cyber espionage is not automatically prohibited by
any single general norm of international law. However, the absence of a general
prohibition does not mean that all methods of espionage are permitted. An intelligence
operation may still contravene international law if the manner in which it is carried out
violates a specific applicable rule.

For diplomatic communications, Article 27 of the VCDR is that specific rule.
Where the target of an operation is the official correspondence of a diplomatic mission,
the interception must be assessed under the inviolability attaching to that
communication. The principal legal question is therefore not whether “espionage” is
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abstractly permitted, but whether a State is entitled to access communications that the
treaty declares inviolable.

This approach provides a more precise legal basis than relying on the concept of
cyber sovereignty alone. International debate continues over whether sovereignty in
cyberspace is a primary rule of law whose violation independently gives rise to State
responsibility or merely a principle underlying other rules. Article 27 does not depend
on resolving that debate, because it imposes a more specific treaty obligation with
respect to diplomatic communications.

This study therefore finds a shift in the /ocus of analysis: when a cyber operation
targets the official communications of a diplomatic mission, the primary framework
should be not the general law of espionage but diplomatic law as lex specialis.

3.4. The Problem of Data Location, Metadata, and Third-Party Infrastructure

Applying Article 27 in cyberspace becomes more complex when
communications are not physically located in the embassy building. Diplomatic
communications may be stored in data centers or cloud computing systems in other
countries, while the infrastructure is operated by private companies.

Article 24 of the VCDR provides that the archives and documents of the mission
are inviolable “at any time and wherever they may be.” This wording supports the
argument that the protection of a mission’s official materials does not depend wholly on
their physical location.

If server location were made a condition of protection, the use of cloud
computing could in practice eliminate inviolability merely because data moves from a
local server to a data center in a third State. Such a result would contradict the
functional nature of diplomatic protection.

However, the involvement of private companies raises a different jurisdictional
problem. Digital service providers are subject to the law of the place where the
company or the server is located. A State may require providers to hand over data
through domestic legal process. In such circumstances, a conflict may arise between the
provider’s domestic obligations and the State’s international obligations with respect to
diplomatic communications.

For that reason, the principle of inviolability does not remove the sending State’s
need to build a technical security architecture. Legal protection and technical security
should be understood as two complementary layers.

A more difficult question concerns metadata. Article 27(2) uses the term
“correspondence,” which has traditionally been associated with the content of a
communication. Metadata such as the identities of the sender and recipient, the time of
communication, network addresses, the frequency of message exchange, or device
location do not necessarily contain the substance of a message.
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In the digital environment, however, the aggregation of metadata can reveal
highly sensitive patterns of diplomatic relationships and activities. The frequency of
communication alone, for example, can be used to map the intensity of relations
between an embassy and a particular actor.

This study therefore proposes a functional test. Metadata should be protected
where its collection or processing enables others to obtain information about diplomatic
patterns, substance, or relationships in a way that undermines the confidentiality and
effectiveness of the mission’s functions.

It must be emphasized that this construction is a doctrinal proposal. Neither the
drafts of the VCDR nor the available State practice provides a final answer for every
type of metadata. The status of metadata therefore marks one of the limits of the
reinterpretation developed in this study.

3.5. The Structure of State Obligations in Protecting Cyber Diplomatic
Communications

The analysis of Article 27 shows that the protection of digital diplomatic
communications generates a structure of obligations that is not unitary. These
obligations involve the receiving State, third States, and the sending State in different
capacities.

3.5.1. Negative Obligations of the Receiving State

The first obligation is the prohibition on the receiving State directly interfering
with a mission’s official communications. Interception, extraction of message content,
unauthorized storage, or the use of official communications for the receiving State’s
own interests contravenes the principle of inviolability when directed at
communications within the scope of Article 27.

This prohibition applies to the acts of State organs regardless of their
institutional form. Thus, the status of an intelligence agency, law-enforcement body,
regulator, or administrative institution does not alter the State’s international
obligations. Under the law of State responsibility, the conduct of State organs is
generally attributable to the State.

Further implications arise for domestic rules on wiretapping and data access.
National provisions that generally permit wiretapping for particular purposes cannot
automatically override the inviolability of diplomatic communications. Nor can the
clause in Article 27 on the receiving State’s consent to the use of wireless transmitters
be interpreted as authority to access the content of communications. That consent relates
to the use of devices or frequencies, not to the removal of the inviolability of
correspondence.

3.5.2. Positive Obligations of the Receiving State

The phrase “permit and protect” indicates that Article 27 does not stop at an
obligation of non-interference. The receiving State also bears a positive obligation to
take relevant protective measures.
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The logic of this positive obligation is consistent with the judgment of the
International Court of Justice in United States Diplomatic and Consular Staff in Tehran.
The Court treated the receiving State not only as a party that must refrain from violating
a diplomatic mission but also as one under an obligation to take steps to protect the
mission from the acts of others.

In the cyber context, this obligation should not be understood as an obligation of
result requiring the State to guarantee that an attack never occurs. Cyber threats involve
a high degree of technical complexity and difficulty of attribution. The obligation is
therefore better understood as a due diligence obligation, that is, an obligation to take
reasonable measures in light of the State’s knowledge, capacity, level of risk, and
capabilities.

Such measures may include dealing with illegal interception devices, responding
to reports of threats against foreign representations’ communications, protecting
relevant telecommunications infrastructure, and coordinating with electronic system
operators where there are indications of an attack on diplomatic communications.

This study does not, however, assume that Article 27 sets detailed technical
standards for cybersecurity. What can be derived normatively is the existence of a duty
of protection, while the concrete standards for its implementation must be assessed on
the basis of reasonableness and developments in State practice.

3.5.3. Obligations of the Third State

Digital communications are almost always cross-border. A message sent from an
embassy to the foreign ministry of the sending State may pass through undersea cables,
internet exchange points, data centers, and other infrastructure in several jurisdictions.

This characteristic makes Article 40(3) of the VCDR increasingly important.
That provision requires third States to accord official communications in transit the
same freedom and protection as is accorded by the receiving State.

Historically, the provision was drafted when diplomatic transit was more easily
identified through the movement of couriers and messages. In the digital environment,
patterns of transit are far more complex. Nevertheless, the underlying principle remains
relevant: the legal status of diplomatic communications should not be lost merely
because the communications technically pass through a third jurisdiction.

This also reveals one of the greatest problems of contemporary diplomatic
communication: the mismatch between legal protection, which follows the function of
communication, and internet architecture, which follows the location of infrastructure.

3.5.4. Obligations of the Sending State

The protection of diplomatic communications is not an unlimited right. Article
41 of the VCDR still requires the sending State and members of the mission to respect
the laws of the receiving State and not to use diplomatic premises in a manner
inconsistent with the functions of the mission.
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If diplomatic channels or mission facilities are used to carry out intelligence
operations incompatible with diplomatic functions, the receiving State retains the legal
means available within the diplomatic regime. It may request the recall of the officials
concerned, declare a person persona non grata, or take other diplomatic measures
permitted by the VCDR.

However, alleged abuse does not in itself extinguish the inviolability of
communications. The principle that can be drawn from Tehran Hostages is that an
alleged violation by one party does not entitle the other party to disregard the
fundamental obligations of diplomatic law.

The second finding of this study is therefore that the protection of Article 27 is
layered: the receiving State bears negative and positive obligations, third States bear
obligations with respect to communications in transit, and the sending State remains
bound by the prohibition on abusing diplomatic facilities.

3.6. State Practice and the Significance of Indonesia’s Response

The surveillance of Indonesian officials revealed in 2013 illustrates the political
consequences of the interception of inter-State communications. Indonesia responded to
the disclosure by recalling its ambassador from Canberra for consultations, requesting
an explanation, and evaluating certain relations and cooperation.

This case cannot be treated as a direct example of a violation of Article 27,
because the communications targeted were primarily those of senior State officials
rather than clearly the official correspondence of a diplomatic mission. Nevertheless, it
remains relevant as evidence of State reactions to surveillance practices.

Indonesia’s diplomatic reaction shows that interception was not passively
accepted as a normal practice of international relations. This matters because State
practice that is conducted in secret, denied, or consistently protested by other States is
difficult to rely on for an argument that general acceptance of the interception of
diplomatic communications has formed.

The alleged wiretapping of the Embassy of the Republic of Indonesia (KBRI) in
Yangon is one example of a problem concerning the protection of diplomatic
communications discussed in Indonesian legal literature. Mangku (2010) examines the
allegation under the 1961 VCDR and emphasizes the importance of the principle of
inviolability for diplomatic representations. However, the information on the event in
this study still rests on secondary studies and is not supported by official investigative
documents or legal decisions confirming that a violation occurred. The Yangon case is
therefore treated as an allegation of normative relevance, not as an established fact of a
violation of Article 27 of the VCDR. This distinction is important to ensure that the
legal analysis does not equate media reports or alleged intelligence activity with proof
of State responsibility under international law.

Other State practice shows that surveillance of diplomatic communications and
of the communications of State officials has prompted various official responses. In
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2013, the Government of Ecuador announced the discovery of a listening device in the
Ecuadorian Embassy in London and requested the cooperation of the United Kingdom
Government in investigating those responsible (Ministerio de Relaciones Exteriores y
Movilidad Humana del Ecuador, 2013). Around the same time, the German
Government asked the United States for clarification after information emerged about
the possible monitoring of Chancellor Angela Merkel’s telephone and stated that such a
practice would be unacceptable if proven true (Federal Foreign Office, 2013b). Brazil
and Germany subsequently introduced a joint initiative on the privacy of digital
communications at the United Nations (Federal Foreign Office, 2013a). Although the
Ecuadorian case relates more directly to the security of a diplomatic representation,
whereas the German and Brazilian cases concern chiefly the surveillance of State
officials’ communications and the right to privacy, all three show State responses to
alleged or suspected cross-border interception of communications.

A multilateral response can be seen in United Nations General Assembly
Resolution 68/167 of 2013 on The Right to Privacy in the Digital Age, which highlights
the risks that electronic surveillance, interception of digital communications, and data
collection pose to the realization of the right to privacy (United Nations General
Assembly, 2013). In addition, the 2015 report of the United Nations Group of
Governmental Experts (UN GGE) and the 2021 report of the Open-ended Working
Group (OEWG) affirm the applicability of international law to States’ use of
information and communications technologies (United Nations General Assembly,
2015, 2021). These diplomatic practices and multilateral documents indicate State
attention to the protection of digital communications, but they are not sufficient to prove
the formation of a general practice accepted as law (opinio juris) concerning a specific
prohibition on the interception of diplomatic communications under Article 27 of the
VCDR. Assessing general practice and opinio juris requires evidence of the consistency
of State conduct and of a belief that such conduct is undertaken under a legal obligation.
Accordingly, in this study, developments in State practice and United Nations responses
are treated as supporting material for interpretation, not as conclusive evidence of the
formation of a new customary norm on the cyber interception of diplomatic
communications.

Timor-Leste v. Australia offers an additional perspective. The case was not
decided under Article 27 of the VCDR, but the Court’s order on provisional measures
demonstrates the importance of protecting the confidentiality of a State’s documents
and communications. It shows that the confidentiality of State data may constitute a
legal interest serious enough to warrant interim protection in international judicial
proceedings.

Accordingly, the practice of Indonesia, Ecuador, Germany, and Brazil, together
with the multilateral responses through the United Nations, shows a growing concern
for protecting communications against surveillance and interception. However, the
variation in the objects of protection, legal bases, and forms of State response does not
yet permit the conclusion that a general practice and opinio juris have formed that
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specifically prohibit the cyber interception of diplomatic communications under Article
27 of the VCDR. If anything, this finding reinforces the need for a systematic
interpretation of the diplomatic law provisions already in force.

3.7. Reinterpreting Article 27 of the VCDR for the Cyber Era

On the basis of the analysis as a whole, this study yields four principles for
reinterpreting Article 27 of the VCDR that can be used to understand the protection of
diplomatic communications in the digital environment.

3.7.1. The Principle of Medium Neutrality

Protection must be determined by the communication’s relationship to the
diplomatic function, not by the technology used. E-mail, communications over private
networks, internet-based calls, and encrypted instant messages may all constitute
official correspondence when used in carrying out the mission’s functions.

This principle derives from the functional definition in Article 27(2) and the
open-ended character of the phrase all appropriate means in paragraph 1. Accordingly,
technological change does not alter the legal nature of the communication.

3.7.2. The Principle of Location Independence

The protection of official communications does not end when data leave the
embassy premises. Article 24, on archives and documents “wherever they may be,” and
Article 40(3), on communications in transit, provide a systematic basis for the
proposition that diplomatic protection does not always depend on the physical location
of the information.

This principle is especially important for the use of cloud computing systems
and cross-border infrastructure.

3.7.3. The Principle of Layered Obligations

The protection of diplomatic communications comprises several levels of
obligation. The receiving State has a negative obligation not to intercept and a positive
obligation to take reasonable protective measures. Third States have obligations with
respect to official communications in transit, while the sending State must prevent the
abuse of diplomatic facilities.

This structure shows that the security of diplomatic communications is a
normative responsibility distributed among several State actors.

3.7.4. The Principle of Confidentiality and Availability

Article 27 protects not only the content of communications from unauthorized
access. The phrase “free communication” also requires that a mission be able to send
and receive communications effectively.

Accordingly, cyber operations that do not read content but block, disrupt, or
render communication channels unavailable may still contravene Article 27(1). Denial-
of-service attacks, channel disruption, or other acts that significantly impede official
communications can be analyzed under the obligation to permit free communication.
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The right to use code and cipher also shows that the protection of confidentiality
is indeed part of the design of Article 27. In the modern context, the use of encryption is
the functional equivalent of the right to use code or cipher that the VCDR has
recognized from the outset.

These four principles are the principal findings of this study. This model
distinguishes the study from approaches that attempt to create new categories within
diplomatic law. The proposed reinterpretation continues to operate within the structure
of the VCDR by extending the application of generic terms on the basis of function and
technological development.

3.8. Implications of the Reinterpretation for Indonesia

The reinterpretation of Article 27 has two implications for Indonesia, because
Indonesia is both a receiving State for foreign diplomatic representations and a sending
State with representations in many countries.

The reinterpretation of Article 27 of the VCDR carries implications for
Indonesia as both a receiving and a sending State of diplomatic missions. Law No. 1 of
1982 and Law No. 37 of 1999 provide the basis for diplomatic protection, whereas the
wiretapping powers under Law No. 17 of 2011 on State Intelligence and the Electronic
Information and Transactions Law, as well as the data-protection exceptions in Law No.
27 of 2022, may give rise to problems if applied to a diplomatic mission’s official
communications. Harmonization of the application of national regulations and inter-
agency guidelines is therefore needed so that State powers continue to respect the
principle of inviolability under Article 27 of the VCDR.

As a receiving State, Indonesia is obliged to ensure that its domestic legal
framework does not generate acts contrary to the inviolability of diplomatic
communications. Indonesia has ratified the VCDR through Law No. 1 of 1982 and
treats international diplomatic law as an important component of the conduct of foreign
relations.

In the digital environment, harmonization is needed between that obligation and
the national regimes on wiretapping, personal data protection, cybersecurity,
telecommunications, and access to electronic systems. National provisions that confer
powers of access or interception must be applied with due regard for the special
protection attaching to diplomatic communications.

This need is all the more pressing because diplomatic communications may use
the infrastructure of private electronic system operators. More explicit national
guidelines could reduce uncertainty about how officials, regulators, and service
providers should treat data that is legally the official communication of a diplomatic
mission.

As a sending State, Indonesia likewise cannot rely solely on the legal protection
afforded by the receiving State. The communications architecture of Indonesia’s
representations needs to be built on a defense-in-depth approach. This may include
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encryption standards, key management, communication classification, segmentation
between official and personal communications, device management, incident-response
procedures, and the documentation of technical evidence.

Technical documentation has legal relevance because one of the greatest
obstacles in cyber disputes is attribution. A State cannot effectively bring a legal claim
or protest if it lacks adequate information about the source, methods, and effects of an
operation.

At the level of foreign policy, Indonesia also has an interest in clarifying its
national position on the application of international law in cyberspace. A statement that
Article 27 of the VCDR covers electronic communications could offer two benefits.
First, it would clarify Indonesia’s obligations toward foreign representations. Second, it
would strengthen Indonesia’s position when the communications of its representations
abroad are intercepted or disrupted.

Such a statement could also contribute to the formation of State practice. The
more States express consistent interpretations of the protection of digital diplomatic
communications, the stronger the basis for identifying a shared understanding of how
the VCDR applies to new technologies.

4. CONCLUSION

This study concludes, first, that Article 27(1) and (2) of the 1961 VCDR can be
applied to electronic diplomatic communications through evolutive interpretation under
Articles 31 and 32 of the 1969 VCLT. Second, the cyber interception of a diplomatic
mission’s official communications should be analyzed through diplomatic law as lex
specialis, which places obligations of protection on the receiving State and third States
in accordance with the VCDR. Third, the reinterpretation of Article 27 yields four
principles: medium neutrality, location independence, layered obligations, and the
protection of the confidentiality and availability of communications.

For Indonesia, guidelines on the protection of digital diplomatic
communications need to be prepared through coordination among the Ministry of
Foreign Affairs, intelligence agencies, and law-enforcement authorities, including the
harmonization of wiretapping powers with the principle of diplomatic inviolability.
Future research is encouraged to examine State practice comparatively, the status of
metadata protection, and the standards of due diligence and of proof of attribution in
cyber interception.
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